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Practically Teaching the Next Generation 

“In order to mitigate for the future we must find innovative ways in which to train the next generation of 
application developers and security professionals, on how to spot issues and rectify. This should come 
before entering their professional careers, ideally at university. 

Students are actively taught on how to attack, however there is improvements to be made with the 
current state of practical mitigation teaching tools” 

Some things you already know
Some things you don’t.
Inspire you to make a difference for the next generation

Let me tell you a story...



https://img.newatlas.com/ones-zeros-internet-art-25.png



Map of the Internet : https://bostonraremaps.com/inventory/macuser-map-planet-internet/ Circa 1996 

https://bostonraremaps.com/inventory/macuser-map-planet-internet/


Map of the Internet opte.org Circa 2003

YOU ARE HERE



Tweet Use http://cartodb.s3.amazonaws.com/static_vizz/sunrise.html

http://cartodb.s3.amazonaws.com/static_vizz/sunrise.html








FORRESTER
Show, Don’t Te ll, Your Deve lope rs How To Write   Secure  Code   Use  Application Security Testing To Educate  Your Deve lope rs
by Amy DeMartine  and Trevor Lyness  April 19, 2019 | Updated: April 22, 2019





The Current state of Web 
Application Security Mitigation 
Training, What Can Be Done To 
Improve?

50 random participants (45 complete)

Asked to take part in the survey
Asked to use the platform and 
provide feedback



When being taught Web Application Security were you taught how to mitigate attacks?



A study by the National Training 
Laboratories found that the more active the 
teaching and learning methods, the higher 
the retention rates.

—Adapted from The Learning Triangle: 
National Training Laboratories

mindServegroup 2005

Learning Pyramid 
Methods of training and retention rates

Practical learning stops at attacking stages. 





ChrissyMorgan.co.uk      @5w0rdfish



Do the 
Professionals even 
know?

Project managing Website  for a SME

15 Years + designing 

3 weeks!!!

OWASP Top Ten





Wordpress

1/3



“ 123,498,018 TOTAL 
THEM E DOWNLOADS 
FROM  
WORDPRESS.ORG IN 
2014. ”

Wordfence 2018



of  WordPress 
vulnerabi l i t i es 
are caused by 
WordPress 
them es. 

11% 

Ithemes 2016



“ WORDPRESS.ORG 
PLUGINS RECEIVED 
1 BILLION TOTAL 
DOWNLOADS, AND 
COUNTING.”

https://wordpress.org/plugins/

https://wordpress.org/plugins/


of  the 
vulnerabi l i t i es 
r epor ted by 
WPScan are due to 
WordPress plugins

WPScan.org 2016

52%



61% of in fected 

WordPress si t es are out  of  
date

https://blog.sucuri.net/2017/01/hacked-website-report-2016q3.html

https://blog.sucuri.net/2017/01/hacked-website-report-2016q3.html


“ Wordfence repor t s up to 
90,000 at tacks on  
WordPress si t es every 
m inute”

Wordfence 2018



Some Stats

39% Cross-Site 
Scripting (XSS)

Other Known Attack Vectors…

● 5% — SQLI (Database Injections)
● 11% — Upload exploitation
● 7% — CSRF (Cross-Site Request Forgery forces 

logged in users to perform an action they didn’t 
mean to do.)

● 6% — Multiple attack vectors at once
● 3% — LFI – (Local File Inclusion) (example)
● 2% — RFI – (Remote File Inclusion)
● 2% — Authentication Bypass
● 2% — FPD (Full Path Disclosure)
● <1% — Redirect
● <1% — XXE (XML External Entity Attack) 

(intercepting XML and
● reformatting before submission)
● <1% — DDOS (Denial of Service)
● <1% — SSRF (Server Side Request Forgery)
● 6% — Unknown

WPScan.org 2016



https://www.ptsecurity.com/ww-en/analytics/web-application-vulnerabilities-statistics-2019/ Positive Technologies 2019

https://www.ptsecurity.com/ww-en/analytics/web-application-vulnerabilities-statistics-2019/


Be wary of what you read online!



● Lack of unde rstanding where  
problems are  introduced by third 
party plugins and themes

● No Software  Design Lifecycle  
when code  is just bolted on

?
● No code  review, or checks 

against CVE’s databases

● Supply chain attacks 
● No education and awareness



Pushing left

“Empirical Study on the  Re lationship be tween Software  Security Skills, Usage  and 
Training Needs in Agile  Se ttings”  (Oye toyan e t al. 2016) 

● Secure  Design training was the  highest requirement
● Only 50% of deve lopers implemented secure  coding and design
● 60% Defects were  introduced within design phase
● Rectifying cost 100  times post deployment



START LEFT 

Wordfence 2018



Literature Review

Study Methodology
Pedagogy

Teaching Implementation

20 Papers | last ten years | Web Application Security Training



Study Methodology Comparision

Themes /Author Yea
r

Platform Name Justification Study Intention / Goals Methodology Study Size Results

Chen, L.C. et al 201
0

SWEET Teaching Materials Limited
Demand For Skills

Retain Interest
Teaching is more effective by 

hands on learning  

Bridge the Gap of IA and Secure web 
Development

Enrich Curriculum
Portability and Flexible Learning

To provide a new generation of professionals 
who will be able to identify iddues made in web 

development

Qualiative 
Feedback 

Study

45 Positive 
Feedback

Papanikolaou, 
A. et

a20
11

Hackademic Teaching is more effective with 
hands on teaching.

Out of the box thinking 
required to match hackers.

Provide a hands on learning 
enviroment  which is engaging and

lets students learn through a hackers eyes
Through scenario based learning

Qualiative 
Feedback 

Study

115 Positive 
Feedback

DU, W 201
1

SEED Teaching Materials Limited, 
Varied platforms, no generalist 
platform to standard avaliable.
Found student prefered to use 

their own computers for learning 
(VM)

Teaching is more effective by 
hands on learning  

To develop hands on learning
To provide a wide array of practical subject 
matter To provide an easy to use system

Qualiative 
Feedback 

Study

735
(as of 2010)

Positive 
Feedback

Idziorek, J 201
2

Literacy Based 
Learning

Previous studies 
aimed  at technical 
students, this 
course is directed 
on the 
demographic of  
students wishing to  
learn.

To provide practical computer 
security  literacy to both 

technical and non teachnical 
students.

None 
Documented

250 None 
Documented





Pedagogy Comparison

Themes 
/Author

Method of 
teaching

Subject Matter Learning 
Type
Didactic / 
Inquiry

Inquiry 
Level (1-4)

Discusses 
Pedagogy

Discusses 
Simulation

/Practical 
Assessment  
undertaken

Target 
Audience

Chen, L.C. et al
2010

Mixed -
Taught

Defensively

Secure Web 
Development

Mixed 2-Structured Yes No No Students

Papanikolaou, 
A. et al.
2011

Offensive Web application 
Attacks

Inquiry 3-Guided Yes No no - Theory based 
exam

Students

DU, W
2011

Mixed -
Taught

Defensively

Various Information 
Security

Inquiry for 
Attack

Didactic for
Mitigation

2-Structured Yes -
Learning by 
Doing

No No Students

Idziorek, J
2012

Defensive High level Overview 
Computer Security 

Literacy

Didactic 1-
Confirmati
on

Yes - Defines 
tier

based
learning

No None Documented Students

Sonntag, M
2013

Defensive Web Application 
Security

Inquiry for 
investigation

Didactic for 
resolution

3-Guided Yes No No Students



Inquiry based learning

Levels of Inquiry (banchi & Bell 2008) 

(Idziorek et al. 2012) presented different types of 
learning styles and identified course based, inquiry 
based and literacy based. 

Inquiry was selected to be used as a classifier



Examples of how Inquiry based learning could be used in 
designing future  platforms.

Level 1 - Confirmation: A simulation driven environment where the answers to mitigation are 
just shown within commented code, reinforced with lecture based materials. 

Level 2 - Structured: Help is given to students through a procedure such as vulnerability 
analysis and shown how to use the tools in which to find out the insecure code.

Level 3 – Guided: Student investigate pieces of code using their own methods to find what is 
insecure. The problem is given initially; this could be in the style of a CTF.  

Level 4 – Open: Students may perhaps formulate plans for review, look through code not 
knowing if there is an issue and identify insecure code using their own methodology and 
procedures (Similar to bug bounty)



Implementation Comparison

Themes /Author Platform Type Software Used Future Work / Conclusion Notes

Chen, L.C. et al
2010

Virtual Machine Ubuntu VMs with pre loaded software.
Web and application servers: IIS, Tomcat, Apache, 
GlassFish (Sun’s Java EE 5 server reference 
mplementation),Web Security testing: Web Goat , .Net 
Security Toolkits,Web Proxy: Paros, Web Scarab 

None given Good teaching materials, could be further 
reinforced

with video based demonstrations

Papanikolaou,
A. et al.
2011

Online Web browser based  localhost implementation Implementation of multiple choice 
questions to provide extra familisation of 
topics  Improve Scoring,improve 
randomisation of challenges

Good Framework and extensible.
Has been implemented in 

over 15 universities & 
colleges

DU, W
2011

Online and Virtual 
Machine

Ubuntu OS 12.04, Minix Already at 80 establishments using SEED,  
they want to disseminate further.

Improve on platform to have new attacks,  
further instructional videos

One of the oldest platforms
Does not provide web application secure 

coding practical lessons
Has been continually developed since 2002,

The latest paper does not provide latest 
findings, however (DU 2010)

had surveyed respondents over a 3 year 
period based on qualitative data.

Idziorek, J
2012

Classroom None Documented Future work is to have a lab for 
each subject.

Breaks down the types of learning into 
three tiers, provides a gap analysis

Sonntag, M
2013

Software Java SQL server Gather data on  evaluation of use 
Qualiative

Very good and targeted paper dealing 
with the issues of web application 
Security training. However lacks 
practical implementation of the 
resolution of securing the code, the 
platform only shows examples.No 
implementation is expected of the 
student



WebDevSec

Simple  and easy to use  – just visit hack.me  website

Would teach the  attack and mitigation practically

Would provide  learning mate rials in a mixture  of 
style s :

Written form
Practical tasks
Video Demonstrations (for audio / visual) 



WebDevSec



WebDevSec



Video demonstrations makes it different 
from anything else out there

Positive reviews but needs more lessons!

Complete novices we able to use it

People felt the code comparer at the end 
really helped know when they were going 
wrong

WebDevSec



How Can We Improve?



Out of the box thinking required!

Keep up to date and reach out to the community! 









Capture the Flags & Bug Bounty Programs 











What we should 
aim for

The  pe rfect mix

More  time  on mitigation!! 

Mixture  of Learning styles and 
methods.

Theory and Reading

Show and te ll

Audio and Visual

Practical implementation

Exploratory Learning

Free  and Open Source !



Questions?
Dissertation on request. 

LinkedIn: Chrissy Morgan Twitter : @5w0rdfish
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